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ABSTRAK

REKAAN SEBUAH CIP ENKRIPSI MENGGUNAKAN VIGENERE
CIPHER

oleh Tan ShihPeng

Projek ini mencadangkan.pelaksanaan peranti keras pada sebuah algoritma
Vigenere cipher yang ditubahsuai. Pengubahsuaian algoritma Vigenere terdiri
daripada plaintext tersebar disulitkan dengan pseudorawak sesi kunci secara
simetris. Kunci utama kemudian disulitkan menggunakan teknik enkripsi asimetris.
Kombinasi algoritma enkripsi simetri dan asimetri mencapai keselamatan mesej dan
kunci semasa penghantaran kepada penerima. Perekaan ini ditulis dalam kod HDL
Verilog \disintesis, dan ciphertext disahkan melalui dekripsi kepada mesej asal.
Peranti keras menggunakan 3,215 elemen lojikal pada cip FPGA Altera Cyclone 1l

dan beoperasi pada 10.76 MHz.
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ABSTRACT

THE DESIGN OF AN ENCRYPTION CHIP USING. VIGENERE
CIPHER

by Tan Shih:Peng

This project proposes a“hardware implementation of a modified Vigenere
cipher algorithm. The modified Vigenere algorithm comprises of a diffused plaintext
encrypted with a pseudorandom session key generator symmetrically. The master
key then is encrypted using asymmetric encryption technique. The combination of
symmetric and>asymmetric encryption algorithm achieves security of the message
and the.key during transfer to the receiver. The design is written in synthesizable
Verilog"HDL code and the ciphertext is verified through decryption of itself to
obtain the original message. The hardware resource consumes 3,215 LEs on an Altera

Cyclonell FPGA chip and operates at 10.76 MHz.
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Nomenclature

Plaintext

Ciphertext

Encryption/Decryption Key (for symmetric encryption)
Modulus of asymmetric encryption

Encryption key, public key (for asymmetric encryption)
Decryption key, secret key (for asymmetric encryption)
Mathematical representation of modulus
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