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ABSTRAK  
 
 

Membangun dan mereka bentuk Satu Sistem Keselamatan Rangkaian 
Terbenam (ENSS) 

 
 
 

Sistem terbenam makin menjadi satu penyelesaian yang menarik bagi pelbagai aplikasi kerana kestabilan, 
penggunaan kuasa elektrik yang rendah dan kemudahalihan. Tesis ini membincangkan rekabentuk dan pembangunan 
sebuah sistem terbenam bagi aplikasi keselamatan jaringan (ENSS), yang berasaskan komputer di atas satu papan 
menggunakan sistem operasi(OS) GNU/Linux. Perisian ENSS distrukturkan kedalam tiga modul yang dinamakan, 
pengimbas terminal (port scan), serangan pengimbas terminal, pengesan serangan ‘smurf’. Pendekatan yang diambil 
ialah membina perisian yang mampu mengimbas terminal menggunakan teknik half-open,UDP dan horizontal selain 
dari mengesan kemungkinan serangan imbasn terminal dan serangan smurf.  Perisian ini dijanakan keatas komuter 
sistem terbenam berasaskan pemproses x86 keluaran TS-Linux. ENSS direkabentuk untuk menjalankan operasi 
imbasan port yang bertujuan mengenalpasti kelemahan host dengan menghantar pengesan terminal. Serangan 
pengimbas terminal pula berfungsi untuk mengesan percubaan imbasan terminal yang dilakukan dan mengumpul 
maklumat sistem komputer berkenaan. Sementara pengesan serangan smurf pula berfungsi unutk mengesan serangan 
smurf ( siar raya paket yang disalin dan analisa maklumat trafik ICMP). Hasil kajian menunjukan bahawa prestasi 
sistem yang dijanakan diatas sistem terbenam adalah hampir sama dengan pengimbas terminal yang lain yang 
dijanakan diatas PC yang mempunyai kuasa pemprosesan yang tinggi. Prestasi ENSS dari segi penggunaan CPU dan 
ingatan menunjukan bahawa sistem terbenam GNU/Linux adalah sesuai bagi aplikasi keselamatan rangkaian  walaupun 
mempunyai kemampuan perkakasan pemprosesan dan ingatan yang rendah. Harga komputer sistem terbenam yang 
rendah dan kemudahalihan menjadikan ENSS satu alternatif yang baik bagi sistem pengesan keselematan jaringan.  
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ABSTRACT 
 

Embedded system is becoming an interesting solution to various applications due to high stability, minimal power 
consumption, and portability. This thesis describes the design and development of an embedded system for Network 
Security Applications (ENSS), which is based on Single Board Computer (SBC) utilizing GNU/Linux Operating System 
(OS). The ENSS software is structured in three modules namely Port Scan, Port Scan Attack and Smurf Attack 
Detection. The approach is to develop software which performs port scan using half-open, UDP, and horizontal 
techniques as well as to detect the possible port scan attack and Smurf Attack. The software is executed on an x86 
based TS-Linux Single Board Computer (SBC). ENSS is designed to operate Port scan, which is used for discovering 
hosts weaknesses by sending port probes. Port scan attack detection is to identify port scan attempts and find out 
information about the machine. The Smurf Attack Detection is used to identify Smurf based attack (Broadcast 
Duplicate Packet and analyze ICMP traffic information). Results show that the system performance on the embedded 
platform is almost similar to other port scanners running on a much better performance PC. The ENSS performance in 
terms of CPU utilization and memory usage indicate that embedded GNU/Linux platform is suitable for network 
security applications although under hardware limitations of memory and processing speed. Lower cost of the Single 
Board Computer and the extra benefit of portability make ENSS a good alternative system for network security 
detection system.    
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CHAPTER 1 

 
 
 

INTRODUCTION 
 
 
1.1 Overview 
 
 
 

Security is an important issue for all computer networks. It is a continuing problem 

with constant evolution and changes. Hackers and intruders can create many successful 

attempts to cause the crash of networks and web services of individual companies. Many 

methods were developed to ensure the protection of the network infrastructure and 

communication over Internet, such as firewalls, encryption, and virtual private networks. 

 
Intrusion detection is a set of techniques and methods which are used to identify the 

malicious activity on the network as well as host level (L. Vokorokos, 2006). Network – 

oriented intrusion detection systems can be roughly divided into distributed IDSs and 

network-based IDSs. Network-based IDSs take a different perspective and change their 

focus from the computational infrastructure (the hosts and their operating systems) to the 

communication infrastructure (the network and its protocol) (Snapp et al., 1991). A 

survey of network-oriented IDSs is given in Mukherjee and Levit (Mukherjee, Heberlein, 

& Levitt, 1994). 

 
Given the recent growth of the Internet, network-scanning incidents are becoming 

common events of life. Although several network information centers have declared that 

network scanning is an illegal activity. As an example, China Education and Research 
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Network (CERNET) enacted a law to prohibit network scanning (such as port scans and 

IP-address scans) in Nov 27, 1999, the events still occurring and becoming more frequent. 

The reason why network scanning occurs increasingly is pretty obvious because network 

scanning is a prerequisite of many network attacks. A successful attack usually proceeds 

by scanning. With a good TCP/IP scanner tool, hackers will quickly find which OS host 

is running. The current methods of detection and protection against network scanning are 

limited in their strategy.  

 
The aim of network scanning is used to obtain the information of a host on a 

particular network. Generally, we can gain it through three ways: the first is through 

normal use, the second is through misuse, and the last way goes through sniffing. 

Network scanning implementation includes the first and the second method. The purpose 

of network scanning can be summarized as: 

 
• Obtaining the application information of the host, for example, which port 

service name and protocol works. 

• Obtaining the basic system information of the host, such as: hardware platform, 

operating system (OS), including its version. 

 
An embedded system is defined as a combination of computer hardware and    

software and perhaps additional mechanical and other parts that perform a dedicated 

function. In some cases, embedded systems can be a part of a larger system or a product 

(Barr, 2002). However, there are many basic design differences between embedded 

systems and conventional personal computers (PCs). Some of the distinct attributes of 

embedded systems are (Koopman & 1999): 
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• A dedicated processor that may be specifically designed for the application. 

• Application specific software that may not even use an operating system. 

• Often no standard keyboard. 

• Limited or no display capability. 

• Designed to react to external periodic and/or a periodic event. 

• Designed to operate in a real time environment. 

 

Embedded systems have become ubiquitous due to the wide range of functionality it 

provides. A recent survey on the sale of microprocessors worldwide has indicated that 

while the number of personal computers shipped each year exceeds 140 million units; the 

number of embedded microprocessors shipped each year exceeded 5 billion units (Nick 

Tredennick & 2000). These numbers suggest the overwhelming presence of embedded 

systems in today’s technology savvy world. While the PC market has stagnated in recent 

years, the embedded systems market is growing every year. From an applications 

perspective, embedded systems can be broadly categorized into four types (Koopman & . 

1999). 

 
1. General computing 

• Applications similar to desktop computing but in an embedded package. 

•  Video games, automatic tellers. 

2. Control systems 

• Closed- loop feedback control of a real- time system. 
 

• Automobiles, chemical processes, power plants, flight control. 
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