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20 Focus 

The dark side 
of mobile 

• convenience 
Cyber criminals lie in wait for unsuspecting users who 
log into Public Wi-Fi to conduct online transactions. 

Stories by SHAHANAAZ HABIB 
shaz@thestar.com.my 

MOBILE devices are now an essential part of 
everyday life. These days, people do practi
cally everything on their smartphones or 
tablets. 

They book and pay for their flight tickets 
and hotel rooms using their smartphones. 
Some shop or order groceries online, pay 
their bills online and do their online banking 
all using their smartphones. 

And of course there is the usual checking 
and sending of email, WhatsApp and 
Snapchat messages, updating their Facebook 
and Instagram photos, and tweeting. 

The list go~s on. 
But why is it then that despite using their 

smartphones so much that people give so lit
tle thought to cyber security and cyber 
crime? 

CyberSecurity Malaysia CEO Dr Amirudin 
Abdul Wahab says there is a clear shift from 
fixed computers to mobile devices. 

So the tendency now is for cyber criminals 
to also make that shift because that is where 
the money and opportunity lie. 

"Hackers will follow the money. There are 
areas of vulnerability that the cyber crimi
nals have identified. It is a business for 
them. 
·~ we move towards more mobility, we 

have to remember there is also a dark side," 
he adds. 

Dr Amirudin believes people are more vul
nerable on their mobile phones because they 
tend to put security measures like antivirus 
programmes on their personal computers 
(PC) but not on their smartphones. 

"When people do online transactions, do 
they know there are threats out there? Why 
do they have antivirus on their PC but not on 
their smartphone? What is the difference? 
'~d what happens if they don't have anti

virus? It makes it more attractive for cyber
criminals to attack," he warns. 

Dr Amirudin says it is also crucial to 
update the antivirus regularly so that it can 
scan, detect and remove the latest threats. 

All this might seem like "basic knowledge" 
but he says the level of awareness is low 
among Malaysians. 

"Malaysians see cyber security as some
thing to do with 'business'. They don't see 
how it touches their own lives until they 
themselves become victims of cyber crime. 
By then it's too late. 

"People should ready themselves for any 
possible cyber attack -whether they are 
going to be attacked or not." 

Dr Amirudin says mobile devices are safe 
for transactions if ''best practices" are fol
lowed. 

First and foremost, he says, people should 
never access online banking, their credit 
card accounts or do transactions using pub
lic Wi-Fi or public Internet access. 

"Even if it is password-protected, it is not 
safe because it is for public use, hence acces
sible to hackers. 

"There are a lot of tools that can hack into 
accounts to obtain user names and pass
words when you do online transactions 
using public Wi-Fi. 

"Hackers can create 'honeypot' Wi-Fi hot
spots to attract usage and they would then 
compromise these devices when people use 
it." 

He says it is not a problem if people use 
public Wi-Fi merely to browse. 

"Just don't do transactions or access sensi
tive information. Use your mobile data or 
your own private Wi-Fi connection for that." 

He says even accessing email through pub-

Dr Amirudin: 'People should ready 
themselves for any possible cyber attack 
whether they are going to be attacked or not.' 

lie Wi-Fi has risks. . 
"A CEO using hotel Wi-Fi to email sensi

tive and confidential information might not 
be aware he is vulnerable to cyber attacks 
and hacking. Some cyber criminals pursue 
high profile targets so those in top manage
ment should be aware of these dangers." 

Dr Amirudin says when using Wi-Fi, it is 
best to manually select the network rather 
than have it automatically connect. 

And after using it, he says, make sure to 
instruct the smartphone or tablet to "forget" 
the network, otherwise it could automatical
ly connect when in range, without you notic
ing. 

Another precaution, he adds, is to turn off 
the sharing and Wi-Fi capabilities when not 
in use. 

"This is easy enough to do and goes a long 
way to protect against cybercrime. The 
longer you stay· connected the faster people 
will notice that you are there and start 
snooping around." 

For Dr Amirudin, online banking and 
shopping and accessing email should be 
done from home where "hopefully your 
Internet service provider delivered router is 
both password- and firewall-protected". · · 

For five consecutive years, fraud, intrusion 
and malware attack (malicious code) have 
been the top three cyber crimes in the coun
try. 

The threats are getting more serious 
because the cyber attackers are getting more 
and more sophisticated. 

"When you want to drive a car, you have 
to first take driving lessons and pass a test. 
So when there is a 'Don't Turn Right' sign 
you won't turn right; and when you come to 
a 'Stop' sign or a red light, you stop. 

''Bufwhen we go on the Internet do we 
take lessons first? We don't! We just use our 
smartphone, tablets and our PC without 
learning how to 'drive' safely. 

"That is why we are so vulnerable and 
why cyber crimes happen." 

Dr Amirudin says people should down
load, install and use mobile apps from only 
trusted sources like Google Play Store or 
iTunes. 

"Don't download apps if you don't know 
where it comes from," he says. 
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He points out that while most reputable 
organisations make it as safe as possible for 
customers to do online business, the prob
lem is cyber criminals today are highly 
skilled at creating fake websites. 

And they lure people into doing what they 
want through aU sorts of tactics including 
social engineering and phishing. 

Dr Amirudin says mobile apps and your 
mobile devices should be kept up to date 
before using it for online transactions. 

"This is because the updated mobile apps 
and ~vices have fixed the security flaws 
found. on the old versions which can be used 
by h~ers to steal information or even · 
hijack ~our online session." 

It is common sense too that people should 
buy their devices from only trusted author
ised sellers and only use devices which are 
not rooted or jailbroken for online transac
tions. 

And when making a mobile transaction 
online, Dr Amirudin says it is best to use 
your own device and not someone else's 
because you would never know if theirs has 
been infected by a Trojan malware. 

(A Trojan is a malware which hides within 
seemingly harmless programs and allows 
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the hacker to gain access to a person's ide1 
ty, IP address, banking information and pausing your~ 
words.) online tr~ 

Dr Amirudin suggests that whenever P~ng." 
sible, to enable and use the two-factor The remo 
authentication like the Transaction useful as WE 
Authoris~tion Code (TAC) or One 'fi?le phone gets!] 
Password (OTP) for online transactlons. quickly erru 

He also advises people to log out and notonline tran:! 
to stay permanently signed into their persowrong hano 
al accounts. Drawi.I\g 

''You leave yourself exposed if you are st·and a houSe 
signed in to your personal accounts and YO door or wil1 
access public Wi-Fi hotspots.'' breaking itL 

For Dr Amirudin, it makes sense for peo- house that 1 
ple to use all the security features availabl• "'n cyber 
for their mobile devices. will be atta' 

This includes using a password, passcodt ures to mi1i 
patterns and biometrics to protect their . cyberSec 
device. And passwords should be strong Wl cybersafe.m 
a combination of letters, numbers, special and ethical 
characters and symbols; and they should b security aw 
changed often, at least once in every six people on 
months or so. Dr~ 

He also advises people to ~mable the the resporiis 
autolock feature on their mobile so that the the technic 
device would autolock if left unattended. ''For exdt 

"Tilis will prevent unwan~ed. persons fro._ already pu 


